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Executive Overview

Low-Earth-orbit (LEO) satellite Internet services are rapidly transforming connectivity resilience for enterprises and institutions across Africa.

However, many satellite deployments operate outside traditional Internet Service Provider (ISP) delivery models. This can reduce network visibility and

governance alignment within national communications frameworks.

The Intellilink Gateway™ architecture introduces a control-plane model that allows satellite-connected enterprise traffic to remain visible and

accountable within domestic ISP networks while preserving the performance benefits of satellite connectivity.

This document summarizes the architectural model, validation outcomes, and potential implications for regulators, network operators, and enterprise

organizations.

S E C T I O N  0 2

The Emerging Connectivity Landscape

Satellite connectivity is increasingly used by enterprises to mitigate challenges such as:

As satellite adoption grows, many enterprises deploy connectivity directly through satellite terminals without integration into traditional ISP routing

frameworks. This creates architectural gaps where enterprise traffic may bypass local ISP governance environments.

These gaps are not intentional; they are the result of evolving connectivity technologies.
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The Architectural Insight

The Intellilink Gateway™ model introduces a governance control plane overlay that separates:

T R A N S P O R T  C O N N E C T I V I T Y

Satellite networks provide resilient connectivity as the access
transport layer — unchanged and unaffected by the governance

overlay.

G O V E R N A N C E  A N C H O R I N G

Domestic ISP Points of Presence provide policy enforcement,
observability, and accountability at the governance layer.

Enterprise traffic is tunneled from the enterprise network through the satellite transport layer to a domestic ISP governance anchor point. At the ISP

PoP, traffic is decapsulated, identity-bound, policy inspected, and routed through accountable upstream providers.

Terrestrial fiber outages▸

Unreliable power infrastructure▸

Limited geographic coverage▸



U S E  C A S E :  D O M E S T I C  T R A F F I C  A N C H O R I N G  F O R  S AT E L L I T E  B R O A D B A N D  N E T W O R K S

Intellilink Compliance Gateway (ICG) — Reference Architecture
Architecture for compliant enterprise satellite connectivity with domestic traffic anchoring and sovereign enforcement.

Document Class: Technical Proof Brief

Revision: 3.0 | February 2026

For Regulatory Review

ENTERPRISE DOMAIN

CONSUMER

SATELLITE ACCESS DOMAIN

ACCESS

COMPLIANCE /  ISP DOMAIN

PROVIDER

EXTERNAL NETWORKS DOMAIN

E X T E R N A L P E E R I N G S
N

A
T

IO
N

A
L

 S
O

V
E

R
E

IG
N

 B
O

U
N

D
A

R
Y

Bidirectional Encrypted Control Tunnel (ICG Agent ⇄ ICG PoP)

Non-Sovereign Transport Layer
(Out-of-Country Infrastructure)

Enterprise
LAN

ICG
Agent

― Policy Enforcement Agent

― Telemetric / NetFlow / IPFIX
Anchor Point

― Tunnel Endpoint (Control Plane)

LEO Satellite
CPE

LEO Satellite
Gateway

Satellite Access Network
(Non-Sovereign Transport Layer)

Domestic Address Space
AFRINIC Allocation (Masked)
IP Block: 41.x.x.x /16

ICG
PoP

― NAT / Address Localization

― National Traffic Anchoring Point

― Policy Enforcement Point (PEP)

― Sovereign Exit Control

ISP Edge —
External Peering /

Transit (BGP)

Authorized Lawful Intercept Interface
National Jurisdiction

External Networks /
Global Internet

KEY:

National Sovereign Boundary (jurisdictional delimiter)

Bidirectional Encrypted Control Plane (ICG Agent ⇄ ICG PoP) — not visible in traceroute / data plane

Data Plane — User Traffic

Authorized Lawful Intercept (LI) Interface — National Jurisdiction

Non-Sovereign Transport Layer (out-of-country infrastructure — encapsulated)

Policy Enforcement Point (PEP) — ICG Agent & ICG PoP

Domestic Address Space — AFRINIC Allocation (Masked) — 41.x.x.x/16

ISP Edge — External Peering / Transit (BGP)

INTELLILINK COMPLIANCE GATEWAY (ICG) — REFERENCE ARCHITECTURE | TECHNICAL PROOF BRIEF

Figure 3 | Use Case: Domestic Traffic Anchoring — Satellite Broadband Networks | Rev. 3.0 | February 2026

All IP addresses masked for anonymity. No real infrastructure addresses disclosed. No vendor branding. Neutral, standards-based telecommunications terminology. Page 1 of 1

FIGURE 1 Intellilink Gateway™ Technical Reference Architecture — Governance Control Plane Overlay

The architecture introduces a governance control plane that anchors satellite-originated enterprise traffic within a domestic ISP Point of Presence while preserving satellite access

performance. All IP addresses masked for anonymity.
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Technical Validation

The Intellilink Gateway™ architecture has been validated through both laboratory testing and real-world field deployment.

L A B O R A T O R Y  T E S T I N G F I E L D  D E P L O Y M E N T

Testing confirmed that satellite-connected enterprise traffic can be re-anchored within an ISP governance domain without disrupting enterprise network

operations.

Routing control▸

Governance anchoring▸

Encrypted tunnel stability▸

Live enterprise traffic environment▸

Anonymized infrastructure participants▸

Real-world operational conditions▸



FIGURE 2 Routing Behaviour Before and After Governance Anchoring — Technical Reference Diagram

Prior to deployment, enterprise satellite traffic exited through external upstream paths with no domestic governance visibility. After deployment, traffic is anchored within a domestic

ISP governance domain before reaching the public Internet, restoring lawful intercept capability and policy enforcement.
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Field Deployment Demonstration

A controlled field deployment was conducted using anonymized infrastructure participants. The test environment included:

The deployment demonstrated that enterprise satellite traffic could be successfully redirected through the ISP governance domain using an encrypted

overlay control plane.

An enterprise network site▸

Active satellite connectivity▸

An Intellilink Gateway™ Agent Node▸

A domestic ISP Point of Presence acting as the governance anchor▸



FIGURE 3 Anonymized Field Deployment Topology (Validation Test Window)

Enterprise traffic originates within the enterprise LAN and is steered by the Intellilink Gateway™ Agent through an encrypted overlay tunnel terminating at the Intellilink Compliance
Gateway PoP (ICGPoP) within the domestic ISP domain. Upon tunnel termination, traffic undergoes decapsulation, identity binding, and policy enforcement before entering the ISP

routing environment. Logging, observability, and governance enforcement occur prior to external Internet transit, restoring regulatory visibility and accountability while preserving

satellite transport connectivity. No ISP names, locations, or sensitive network identifiers are disclosed.
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Governance Capabilities Restored

The architecture demonstrated that satellite connectivity can coexist with national governance frameworks. Capabilities restored include:

UPSTREAM ACCOUNTABILITY

Traffic visibly enters a licensed ISP network, establishing a transparent
governance record.

ADDRESS SOVEREIGNTY

Enterprise traffic appears within domestic IP address space following
tunnel termination at the ISP PoP.

TRAFFIC OBSERVABILITY

Flow-level monitoring becomes possible within the ISP PoP, enabling
oversight without satellite infrastructure modification.

POLICY ENFORCEMENT

Network controls can be applied before traffic exits to the global Internet,
restoring jurisdictional enforcement capability.
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Strategic Implications

As satellite connectivity continues to scale globally, integration architectures such as Intellilink Gateway™ provide a technical pathway for balancing

competing priorities:

⚡
INNOVATION

Satellite technology continues to advance
without restriction, preserving enterprise

access to emerging connectivity options.

🛰
CONNECTIVITY RESILIENCE

LEO satellite access provides redundancy and
geographic coverage that complements

terrestrial infrastructure.

⚖

NATIONAL GOVERNANCE

Domestic ISP anchoring restores
accountability frameworks expected under

national communications regulation.

Rather than requiring regulatory intervention or restricting satellite adoption, architectural integration enables satellite connectivity to coexist with

existing Internet governance structures.
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Next Steps

Future development may include:

Multi-enterprise deployments at scale

Integration with lawful intercept systems where legally required

Long-term operational performance evaluation

Collaboration with ISPs and regulators on governance integration models
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Conclusion

Satellite Internet services are becoming an essential part of modern digital infrastructure. The question facing regulators and network operators is not

whether satellite connectivity will expand, but how it can be integrated responsibly.

The Intellilink Gateway™ architecture demonstrates that satellite innovation and national governance principles can coexist through deliberate

network design. This validation establishes a technical foundation for informed dialogue between satellite operators, domestic ISPs,

enterprises, and communications regulators.
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