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Case Study Overview

This field case study documents a controlled deployment of the Intellilink Gateway™ control plane architecture in a real operational environment. The

objective of the validation exercise was to determine whether satellite-connected enterprise traffic could be re-anchored within a domestic Internet

Service Provider (ISP) governance domain while maintaining the resilience and accessibility benefits of low-Earth-orbit (LEO) satellite connectivity.

The deployment focused on three primary validation objectives:

The exercise was conducted as a single-day validation window, using live enterprise traffic while applying strict anonymization to all participating

entities.

S E C T I O N  0 2

Test Environment

The validation deployment consisted of five interconnected components operating in a live enterprise environment:

ENTERPRISE SITE An operational enterprise network generating normal Internet traffic. Anonymized for public distribution.

SATELLITE ACCESS LAYER
Connectivity provided by a low-Earth-orbit satellite Internet service (Starlink), serving as the access transport
underlay.

GATEWAY NODE
An Intellilink Gateway™ Agent Node deployed adjacent to the enterprise satellite terminal, responsible for
tunnel origination and policy enforcement.

DOMESTIC ISP POP
An anonymized domestic ISP Point of Presence serving as the governance anchor point for traffic
decapsulation, policy enforcement, and regulatory anchoring.

EXTERNAL NETWORK
Standard Internet destinations accessed through the ISP's external transit connectivity, used to verify end-to-
end routing path integrity.

All infrastructure participants were anonymized for this public document. No enterprise customer data was retained beyond transient packet forwarding.
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Deployment Architecture

The deployment architecture introduced an overlay governance control plane on top of an existing satellite transport layer. Enterprise traffic originating

within the enterprise LAN was first processed by the Intellilink Gateway™ Agent Node, which established an encrypted tunnel toward the Intellilink

Compliance Gateway PoP (ICGPoP) located within the domestic ISP domain.

Satellite connectivity served purely as a transport underlay, while governance functions — including traffic decapsulation, policy enforcement, logging,

and regulatory anchoring — occurred exclusively within the ISP PoP environment. This architecture effectively separated connectivity transport from

governance enforcement, allowing the satellite access layer to remain unchanged while restoring domestic governance visibility.

Routing control — demonstrating that enterprise traffic could be directed through a domestic ISP governance point▸

Governance anchoring — confirming that traffic became visible and accountable within a domestic network environment▸

Tunnel stability — validating that the encrypted control plane remained stable under live operational conditions▸
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FIGURE 1 Intellilink Gateway™ Architecture Deployed During Field Validation

This diagram illustrates the logical architecture deployed during the validation exercise — the separation between the satellite transport layer (underlay) and the governance control
plane anchored within the domestic ISP domain. All IP addresses and infrastructure identifiers are masked for anonymity.
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Routing Behaviour Before Deployment

Prior to deploying the Intellilink Gateway™ control plane, enterprise traffic exited the satellite network directly through upstream satellite provider

routing paths. In this configuration, traffic did not traverse a domestic ISP governance anchor point prior to reaching the broader Internet.

This baseline behaviour reduced domestic governance visibility because:

Traceroute measurements taken during this baseline stage confirmed that traffic exited the satellite transport network into external transit providers

before any domestic ISP routing was observed.

Upstream accountability was ambiguous — the effective routing authority was the satellite provider's external infrastructure▸

Traffic inspection points were absent within national networks prior to external Internet egress▸

Routing behaviour was externally determined by satellite provider infrastructure, outside domestic regulatory reach▸
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Routing Behaviour After Deployment

Following deployment of the Intellilink Gateway™ Agent Node, enterprise traffic was encapsulated into an encrypted overlay tunnel directed toward the

domestic ISP governance PoP. Upon arrival at the ICGPoP, traffic underwent sequential processing:

01 Tunnel termination — the encrypted overlay tunnel was terminated at the domestic ISP PoP

02 Traffic decapsulation — encapsulated packets were extracted and presented to the ISP routing environment

03 Identity binding — enterprise traffic identity was established within the ISP address space

04 Policy enforcement — network policy controls were applied at the ISP PoP before external egress

05 Observability logging — flow-level records were generated within the domestic ISP environment

After processing, traffic was routed through the ISP's external peering infrastructure before reaching the public Internet. Traceroute measurements

confirmed that enterprise traffic entered the domestic ISP routing environment prior to external Internet transit, demonstrating successful traffic re-

anchoring within the domestic governance domain.



FIGURE 2 Routing Behaviour Before and After Intellilink Gateway™ Deployment — Technical Reference Diagram

The comparison illustrates how enterprise satellite traffic that previously exited through external upstream paths becomes anchored within a domestic ISP Point of Presence after

deployment of the Intellilink Gateway™ governance control plane. Traceroute data confirms routing re-anchoring within domestic ASN space.
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Governance Restoration

The deployment demonstrated that enterprise satellite connectivity could be integrated into a conventional ISP governance model without modifying

the satellite access infrastructure. The following governance properties were successfully restored:

ACCOUNTABLE UPSTREAM PRESENCE

Enterprise traffic visibly entered a domestic ISP Point of Presence,
establishing a clear and auditable governance boundary.

ADDRESS SOVEREIGNTY

Enterprise traffic appeared under ISP-controlled addressing space
following tunnel termination, restoring domestic address accountability.

TRAFFIC OBSERVABILITY

Flow-level inspection and logging were possible within the ISP
environment, enabling oversight without satellite infrastructure

modification.

POLICY ENFORCEMENT

Network policy controls could be applied prior to external Internet transit,
restoring jurisdictional enforcement capability.

These characteristics align with regulatory expectations for accountable Internet traffic flow within national communications frameworks.



FIGURE 3 Anonymized Field Deployment Topology (Validation Test Window)

Enterprise traffic originates within the enterprise LAN and is steered by the Intellilink Gateway™ Agent through an encrypted overlay tunnel terminating at the Intellilink Compliance
Gateway PoP (ICGPoP) within the domestic ISP domain. Upon tunnel termination, traffic undergoes decapsulation, identity binding, and policy enforcement before entering the ISP

routing environment. Logging and governance enforcement occur prior to external Internet transit. No ISP names, locations, or sensitive network identifiers are disclosed.
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Operational Observations

Throughout the one-day validation window, the system demonstrated stable and predictable operational behaviour. Key observations included:

✔ Encrypted tunnel stability was consistent throughout the validation window with no observable interruptions

✔ Routing behaviour after governance anchoring was predictable and conformed to expected traceroute patterns

✔ No observable disruption to enterprise browsing activity — end-user experience was maintained throughout

✔ Policy insertion capability at the ISP PoP was confirmed functional

✔ Enterprise applications functioned transparently without requiring modifications to end-user systems or configurations
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Limitations of the Validation Window

The field validation was intentionally limited in scope to establish proof of concept under controlled conditions. The exercise did not evaluate:

OUT OF SCOPE — REQUIRES FURTHER EVALUATION

These areas represent natural progression for future validation phases and are noted for completeness.
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Conclusion

The field validation demonstrates that enterprise satellite connectivity can be integrated into domestic Internet governance frameworks through the use

of an overlay control plane architecture. The Intellilink Gateway™ model successfully restored ISP anchoring, routing accountability, and policy

enforcement capabilities while maintaining the resilience benefits of satellite connectivity.

These results indicate that satellite innovation and national Internet governance principles can coexist when integration is approached through

deliberate architecture design. The Intellilink Gateway™ model provides a replicable framework for regulators, network operators, and

enterprise organizations seeking to address the governance challenges posed by satellite Internet adoption.
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Commercial-scale enterprise deployments involving multiple simultaneous sites—

Long-duration operational stability beyond a single-day validation window—

Lawful intercept system integration and associated compliance verification—

Enterprise billing models or retail ISP service functions—


